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DETAILED ACTION 

Applicant's election without traverse of claims 1-4 in Paper No. 9 is 
acknowledged. 

However, upon reconsideration, the Examiner has elected to withdraw the 
restriction requirement dated April 7, 2004 and accept claims 1-8 for examination. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

Claim 1 is rejected under 35 U.S.C. 102(e) as being anticipated by Bhaskaran et 
al (US6064764). 

The applied reference has a common assignee with the instant application. 
Based upon the earlier effective U.S. filing date of the reference, it constitutes prior art 
under 35 U.S.C. 102(e). This rejection under 35 U.S.C. 102(e) might be overcome 
either by a showing under 37 CFR 1 .132 that any invention disclosed but not claimed in 
the reference was derived from the inventor of this application and is thus not the 
invention "by another," or by an appropriate showing under 37 CFR 1.131. 
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Regarding claim 1 , Bliaskaran discloses, In figure 6, a digital camera comprising: 

an image pickup portion (21) which converts image data; 

a producing device (Bhaskaran teaches computing a watermark by applying a 
digital signature algorithm and the secret key; see col. 4, lines 10-17 and col. 5, lines 
43-46) which produces characteristic data (watermark data) from the image data; 

a secret key-recording portion (inherent feature) which records a secret key to be 
used for encrypting data so that encrypted data can be decrypted by a public key; 

an encrypting device (Bhaskaran teaches a watermark insertion procedure; see 
col. 5, line 47 to col. 6, line 17) which encrypts the characteristic data with the secret 
key; 

an embedding device (Bhaskaran teaches embedding a visual watermark in the 
frequency domain; see col. 7, lines 25-35) which embeds encrypted characteristic data 
into the image data; 

a recording medium (26) which records the image data having the characteristic 
data embedded therein; and 

a transmitting device (Bhaskaran teaches transmitting stored software for the 
watermarking techniques; see col. 8, lines 44-65) which transmits the secret key from 
an external medium. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth In this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 2, 5, 7 and 8 are rejected under 35 U.S.C. 103(a) as being obvious over 
Bhaskaran et al in view of Houser et a! (US5606609). 

The applied reference has a common assignee with the Instant application. 
Based upon the earlier effective U.S. filing date of the reference, It constitutes prior art 
only under 35 U.S.C. 102(e). This rejection under 35 U.S.C. 103(a) might be overcome 
by: (1) a showing under 37 CFR 1 .132 that any Invention disclosed but not claimed in 
the reference was derived from the inventor of this application and is thus not an 
Invention "by another"; (2) a showing of a date of Invention for the claimed subject 
matter of the application which corresponds to subject matter disclosed but not claimed 
In the reference, prior to the effective U.S. filing date of the reference under 37 CFR 
1.131; or (3) an oath or declaration under 37 CFR 1.130 stating that the application and 
reference are currently owned by the same party and that the inventor named in the 
application is the prior inventor under 35 U.S.C. 104, together with a terminal disclaimer 
in accordance with 37 CFR 1 .321 (c). For applications filed on or after November 29, 
1999, this rejection might also be overcome by showing that the subject matter of the 
reference and the claimed Invention were, at the time the invention was made, owned 
by the same person or subject to an obligation of assignment to the same person. See 
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MPEP § 706.02(l)(1) and § 706.02(l)(2). The Exanniner notes that the prior art reference 
has a patent date prior to the filing date of the present invention which also qualifies it 
under 102 (a). 

Regarding claim 2, Bhaskaran discloses, in figure 6, a digital camera comprising: 

an image pickup portion (21 ) which converts light from an object to be 
photographed, into image data; 

a producing device (Bhaskaran teaches computing a watermark by applying a 
digital signature algorithm and the secret key; see col. 4, lines 10-17 and col. 5, lines 
43-46) which produces characteristic data (watermark data) from the image data; 

a secret key-recording portion (inherent feature) which records a secret key to be 
used for encrypting data so that encrypted data can be decrypted by a public key; 

an encrypting device (Bhaskaran teaches a watermark insertion procedure; see 
col. 5, line 47 to col. 6, line 17) which encrypts the characteristic data with the secret 
key; 

an embedding device (Bhaskaran teaches embedding a visual watermark in the 
frequency domain; see col. 7, lines 25-35) which embeds encrypted characteristic data 
into the image data; 

a recording medium (26) which records the image data having the characteristic 
data embedded therein. 

Bhaskaran does not expressly disclose that the secret keys are recorded as a 
hidden attribute. Houser teaches an electronic document verification system. In one 
embodiment the system allows a user to create private and public keys. Houser reveals 
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that it is well known in the art to secretly store key pairs in a location selected by the 
user (see col. 9, lines 36-60). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to implement Houser's teachings in an effort to 
prevent unauthorized users from altering image data. 

Regarding claim 5, Bhaskaran discloses, in figure 4, an image falsification 
detection system using a digital camera which comprises an image pickup portion (21); 
a first producing device (Bhaskaran teaches computing a watermark by applying a 
digital signature algorithm and the secret key; see col. 4, lines 10-17 and col. 5, lines 
43-46) which produces first characteristic data (watermark data) from the image data; 
a secret key-recording portion (Bhaskaran inherent feature) which records a secret key 
to be used for encrypting data so that encrypted data can be decrypted by a public key; 
an encrypting device (Bhaskaran teaches a watermark insertion procedure; see col. 5, 
line 47 to col. 6, line 17) which encrypts the first characteristic data with the secret key; 
an embedding device (Bhaskaran teaches embedding a visual watermark in the 
frequency domain; see col. 7, lines 25-35) which embeds encrypted first characteristic 
data into the image data; and a recording medium (26) which records the image data 
having the first characteristic data embedded therein. 

Bhaskaran teaches a method of tamper detection where it is verified using a 
public key whether an extracted watermark is a valid signature of the hash. The system 
outputs a response indicating whether or not an image has a watermark. Bhaskaran 
does not expressly disclose separately producing the original image and the 
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characteristic data from the original image. Houser discloses an electronic document 
verification system, in figure 8, having an 

an inputting device (embedded security object) which inputs the image data; 

a removing device (810) which removes the encrypted first characteristic data; 

a decrypting device (3) which decrypts the encrypted first characteristic data; 

a second producing device (840) which produces second characteristic data from 
the image data from which the encrypted first characteristic data have been removed 
(see col. 16, line 52 to col. 17, line 31); and 

a comparing device (831) which compares the decrypted first characteristic data 
with the second characteristic data. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to implement Houser's verification system since it provides an 
added measure of security by affording the user the option of viewing separately the 
watermarked data. 

Regarding claim 7, Bhaskaran discloses a transmitting device which transmits 
the secret key from an external recording medium (Bhaskaran teaches transmitting 
stored software for the watermarking techniques; see col. 44-65). 

Regarding claim 8, Bhaskaran inherently stores a secret key since secret keys 
are specific to a given device. Bhaskaran does not expressly disclose that the secret 
keys are recorded as a hidden attribute. Houser teaches user created private and 
public keys. Houser also reveals that it is well known in the art to store public and 
private keys in separate locations (see col. 9, lines 36-60). It would have been obvious 
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to one of ordinary skill in the art at the time the invention was made to implement 
Houser's teachings in an effort to prevent unauthorized users from altering image data. 

Claims 3 and 4 are rejected under 35 U.S.C. 103(a) as being obvious over 
Bhaskaran et al in view of Chapman et al (US6216228). 

Bhaskaran teaches a method of tamper detection where it is verified using a 
public key whether an extracted watermark is a valid signature of the hash. The system 
outputs a response indicating whether or not an image has a watermark. Bhaskaran 
also discloses that there are a variety of one-way hash functions and signature and 
verification algorithm pairs known in the art. See col. 6, lines 59-67. Bhaskaran does 
not expressly disclose selecting a volume of data from a plurality of data volumes for 
encrypting data. 

Chapman teaches a system for rating video programs for all television 
broadcasters. In one embodiment of the invention a plurality of watermarking 
algorithms are stored in a memory. The algorithms generate different patterns of a 
watermark for each classification code (rating). Each still image of the video program 
has a watermarked classification code embedded within it. See col. 6, lines 20-57; col. 
7, lines 30-54; col. 8, lines 37-65; and col. 10, lines 49-67. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Bhaskaran's device by implementing Chapman's 
teachings in an effort to provide adequate safeguards by selectively applying algorithms 
in accordance with the image data. 
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Claim 6 is rejected under 35 U.S.C. 103(a) as being obvious over Bhaskaran et 
a! in view of Houser et al in further view of Chapman et al. 

Regarding claim 6, Bhaskaran discloses that there are a variety of one-way hash 
functions and signature and verification algorithm pairs known in the art. Houser 
teaches an electronic document verification system. In one embodiment the system 
allows a user to create private and public keys. Neither Bhaskaran nor Houser explicitly 
disclose the recording device records a plurality of public keys corresponding to a 
plurality of secret keys. Chapman teaches in one embodiment of the invention a 
plurality of watermarking algorithms stored in a memory. In an alternative embodiment 
Chapman discloses a plurality of decoder keys for extracting a particular watermarked 
code. See col. 10, line 49 to col. 1 1 , line 12. It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify Bhaskaran's device 
by implementing Chapman's teachings in an effort to provide adequate safeguards by 
selectively applying algorithms in accordance with the image data. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Rashawn N Tillery whose telephone number is 703-305- 
0627. The examiner can normally be reached on 9AM-6:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Wendy Garber can be reached on 703-305-4929. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 



Conclusion 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



RNT 




